SIDDHARTHA COMMODITIES PRIVATE LIMITED

REGD. OFFICE: C-73, ADARSH NAGAR, NEAR ADARSH NAGAR POLICE
STATION, JAIPUR, RAJASTHAN-302004CIN: U51109RJ2004PTC019795

SIDDHARTHA COMMODITIES PVT. LTD. Email Id: siddharthacommodities.com, Tel.: 0141-4911811

Password Policy & Procedure

1.0 Overview

Passwords are an important aspect of computer security. They are the front line of protection for user accounts. A
poorly chosen password may result in the compromise of Siddhartha Commodities Pvt.Ltd'sentire corporate network.
As such, all Siddhartha Commodities Pvt.Ltd. employees (including contractors and vendors with access to
Siddhartha Commodities Pvt.Ltd. systems) are responsible for taking the appropriate steps, as outlined below, to
select and secure their passwords.
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Guidelines

General Password Constrd idelines

Passwords are used for various purpose iddhartha Commodities Pvt. Ltd. e of the more common uses
include: user level accounts, web application ace s,.email accounts, screem#isaver protection, voicemail password,
and local network equipment logins. Since very few systems have'support for one-time tokens (i.e., dynamic passwords
which are only used once), everyone should be aware of how to select strong passwords.

Poor, weak passwords have the following characteristics:
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The password contains less than ten characters

The password is a common usage word such as:

Names of family, pets, friends, co-workers, fantasy characters, etc.

Computer terms and names, commands, sites, companies, hardware, software.
The words " Siddhartha Commodities Pvt.Ltd ", "fsm" or any derivation.
Birthdays and other personal information such as addresses and phone numbers.
Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.

Any of the ve wards.

e above preceded or féll@wed by a@digit (e.g., secretl, 1secret)
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Again, do not write passwords down and store them anyw our‘office. Do not store passwords in a file on ANY
computer system (including personal portable devices) without encryption.

Change passwords at least once every three months.

If an account or password is suspected to have been compromised, report the incident to IT Department and change
all passwords.

Password cracking or guessing may be performed on a periodic or random basis by IT Department or its delegates. If
a password is guessed or cracked during one of these scans, the user will be required to change it.
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Application Development Standards

Application developers must ensure their programs contain the following security precautions. Applications:

should support authentication of individual users or groups.

should not store or transmit passwords in clear text or in any easily reversible form. (Applicable to Investment
Accounts and admin systems) should provide for some sort of role management, such that one user can take
« over the functions of another without having to know the other's password.
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The Company implemented these preventive controls in multiple-layered, from network access control, such as network
segmentation, VLAN restriction, network firewall, network IDS/IPS, data-in-transit encryption; to the user access
control, access granted is at least-privileged and need-to-know principle; and various detection and monitoring process.

5.0 Application ID Password Reset Procedure

This procedure applies when a permanent, contract or temporary staff has forgotten the password and wishes
to request for a new one.

* When a permanent, contract, temporary staff or a trainee’s Tradeworks ID has become dormant as a result of
not logging in for a continuously of 90 days (applicable to SG and MY) and wishes to unlock and reset the password.
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e For validation purpose, staff will need to be physically present at the IT administrator or HR desk, phone HR to
request for the password to be reset or send an email to HR for password reset.

« Staff will need to change the password immediately upon issue of a new password by IT administrator or HR.

6.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination
of employment.

7.0 Exception

To prevent defa
default privileg

ileged user accounts fro
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ended baseline settings.

Oracle file shall be assigned to default privileged ad@unts and service accounts only.
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